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1 O pykoBOACTBE

OTOT AOKYMEHT MPEACTABAIET COOOM PYKOBOACTBO NMOAb3OBATEAS
AppCheker.

PYKOBOACTBO MPEAHA3HAYEHO AAT CAEAYIOLLIMX LLEAEM:

¢ PACCKA3ATb 00 OTY4ETAX CTATUHECKOTO AHOAM3A;

O/
0‘0

HAY4YUTb PABOTATb C AEDEKTAMM KOAQ;

% MOMOYb 3ArPY3mTb HOBbIE BEPCUM MCXOAHOTO KOAQ M KOHCOUIYPALLMM
NpOEKTq;

% NMOKA3ATb, KOK 3AMYCKATb CKAHUPOBAHME MPOEKTA MOBTOPHO;

% HAYYUTb CPOABHMBATb CKAHMPOBOHMS;

% PACCKA3ATb O XYPHAAOX MPOEKTA M CKAHUPOBAHMS.

PasaeAbl AOKYMeHTa

OTOT AOKYMEHT COAEPXKMT CAEAYIOLLIME PA3AEADI.

06was uHpopmauus (crp. 5)
Pa3AeA COAEPRXUT MHCTPYKLMM NO 3Arpy3kKe NporpaMMBbl.

Bxoa B nporpammy (ctp. 6)
PA3AEA COAEPXKUT MHCTRYKLLMM MO BXOAY B MPOTPAMMY.

MpoekTbl (CTp. 7)
PasaeA COAEPXKUT OBLLLYIO MHAOOPMALMIO O PADOTE C NPOEKTAMM.

OTyet cTaTHueckoro aHaausa (crp. 11)
PA3AEA OMMCHIBOET COAEPXXAHME OTYETOB CTATUHECKOTO AHAAM3A U YYUT
PABOTATb C AEOEKTAMM KOAQ, OOHAPY>XXEHHBIMM B XOAE OHOAM3A.

CkaHupoBaHus (cTp. 15)
PasAaeA COAEPXKUT MHCTRYKLMM MO 3AMYCKY M CPOBHEHUIO CKAHMPOBAHMM
MNPOEKTA.

% AppChecker / PykoBoiCTBO 10OIb30BaTEIsS




=53 SwenoH

HDI‘TIHEKEHHHEE!UHECHUL‘TI::
YnpaBaeHue npoekramu (crp. 17)
PasAeA COAEPXUT MHCTRYKLMM MO 3Arpy3Ke HOBbIX BEPCUM MCXOAHOTO KOAQ

M KOHJOUTypAUMKM NPOEKTA.

XypHansi (cTp. 18)
PA3AEA COAEPXKUT ONMUCAHME XYPHAAOB MPOEKTA M CKAHUPOBAHMS.

KoHCOAbHbIN KAMEHT (cTp. 19)
PasaeA COAEPXKUT MHOOPMALMIO O PADOTE KOHCOABHOIO KAMEHTA

AppChecker.

Moaaepxka (cTp. 21)
PasaeA COAEPXUT MHAOOPMALMIO O TEXHUHECKOM MOAAEPXKKE
AppChecker.

Fhoccapui (c1p. 23)
PQ3AEA COAEPXKUT ONPEAEAEHME TEPMUMHOB, BCTPREYAIOLLLMXCH B

AOKYMEHTE.

0 KoMnaHuH (c1p. 25)
PasaeA coaepxumt nHadbopmaumio o AO «HIMNO «SLeAoHy.

4 AppChecker / PykoBoiCTBO 10OIb30BaTEIsS
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2 06wasn uHpopmauun

AppChecker — ctatmyeckmm AHAAM3ATOP KOAQ, NMPEAHA3ZHAYEHHbIM AAS
NONCKO AEDEKTOB B MICXOAHOM KOAE MPUAOXKEHUIM, PA3PABOTAHHbLIX HA
C/C ++, C#, Java, PHP.

OyHKuUM

% MOUCK AECDEKTOB KOAMPOBAHMS C MOMOLLLbIO MOCTOAHHO
OOHOBASEMOM OA3bI MPABUA M TEXHOAOTMM AHAAM3A MOTOKOB AQHHbIX;

% MOUCK MPOTPAMMHbIX 3AKACQAOK.

MpeumywiecTea

% nouck cabile 100 TMNOB AECJDEKTOB KOAMPOBAHMS;

RY

% NMOCTOAHHOE MOMOAHEHME ©A3bl MPABUA MOUCKA AETDEKTOB;

% MOAAEPXKKA KAQCcCcmdpmkaumm CWE;

¥ MPUMEHEHUE TEXHOAOTMM AHAAM3A MOTOKA AQHHbIX;

% BO3MOXXHOCTb MPOBOAMTb COBMECTHbIM AYAMT KOAQ HECKOABKMAMM
DKCMEPTAMMU;

% MMOBKAs KOHAOUIYPALMI AHOAMIMPYEMBIX MPOEKTOB.

5 AppChecker / PykoBoiCTBO 10OIb30BaTEIsS
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3 Bxoa B nporpamMmy

MoAy4mTE QApEC BED-MHTEPTDENCA, AOTUH U MAPOAb Y AAMUMHUCTPATOPA.
BeeauTe aapec Beb6-uHTEpdEenca B aApECHOM CTPOKE Bpay3epa.

BolAMTE B NPOrpaMMY, UCMOAb3YSl CBOM AOTUH M MAPOAb.

@ippChecker == Ru-

Bxoa B cucremy

TNorun

Maponb

AppChecker noAAepPXMBAET HA3ZHAYEHUE POAEN. POAb ONpPEAEAFET
BO3MOXXHbIE AENCTBMA MOAB3OBATEAL. DTO O3HAYAET, YTO HEKOTOPbIE
dyHKUMKM AppChecker MoryT ObiTb HEAOCTYMHbI.

OBpatmreCb K AAMUHUCTPATOPY AASL M3BMEHEHU HA3HAYEHHbIX BOM POAEMN.
A3bIK MHTEPADEMCA MOKA3AH B MPOABOM YTAY.

HaxxmuTte «RU», 4TOObl CMEHMTDL 93blIK HO AHTAMMCKUIA.

6 AppChecker / PykoBoiCTBO 10OIb30BaTEIsS
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4 [IpoekThl

Mocae Bxoaad B AppChecker HO TAGBHOM CTPAHULLE Bbl YBUAMTE CMUCOK
MNPOEKTOB U CTATYC CTATMYECKOIrO AHAAM3A. BbiOepuTe HY>XXHbIM NPOEKT U3
Crmcka.

@ippChecker Mpoektel | O nporpamme mm Ru- &Manager~-

[obasutk npoekt

MyProject

Cratyc: Cratnyeckuit aHanu3a 3aBepLueH
Bnageneu: admin
Bpemsa ananuza: 14cek

4.1 NobaBneHue npoekra

AAS CO3AQHUS HOBOIO NPOEKTA HOXKMMUTE «(AODCBMTL MPOOEKT) B AEBOM
BEPXHEM YTAY U BBEAMTE MM MPOEKTA.

MIMS MPOEKTA MOXKET COAEPXKATh TOABKO AQTMHCKME OYKBbI, LMADPBI,
AECOUC, HUXKHEE MOAYEPKMBAHUE M TOYKY.

ECAM doyHKUMS CO3AQHMSA MPOEKTA HEAOCTYMHA, OBPATUTECH K
AAMMUHUCTPATOPY.

YKAXUTE METOA 3arpysku oamAoB NPoeKTa. AOCTYMHbl CAEAYIOLLME
METOAbI 3ATPY3KM: 3ArPY3KA APXMBA UMAM 3ATPY3KA C MOMOLLLbIO CUCTEM
YMNPABAEHMA BEPCUAMM. HOXKMUTE (AODABMTB).

JoGaenexue npoekTa

HasgaHue | Projecti| ‘

COTMEHNTE NoGasnTb

7 AppChecker / PykoBoiCTBO 10OIb30BaTEIsS
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3arpys3uTte npoekT B AppChecker, HOXXaB «Bbibepumte doaman. 3arpyska
NPOEKTA HAOYHETCH OBTOMATHUHECKM.

AOXANTECH OKOHYAHUA 3ArPY3KM.

3arpyska ncxogHbix TekcToB npoekTa "Project1”

[na C/C++ npoekTos TpebyeTcd JoNoNHUTENbHAR KOHMUIYpaLua .
MepedT Ha CTPaHKLY 3arpy3KH YTHIMT M MHCTPYKLMK N0 KOHWUIYDHPOBAHKIO.

3arpysuTe zip-apXMBE ¢ NCXOOHBLIMM TEKCTaMU NWG0 apXUE, NOMYy4eHHBIH B pesyneTaTe
KOHGMIY PUPOBAKNA NPOEKTa YTUNNTaMH.

GG G EDH I UK NepeMecTUTe aiin Ha dopMy
| |

AAS MPOEKTOB, HAMMCAHHBLIX HO C/ C ++, TpebyeTcd AONOAHUTEABHAS
KOHODUIYPALUMSA AAR YAYHLLEHMS KAYECTBA AHAAM3A. 3a Boaree NoOAPOOHOMU
MHADOPMALMEN HOXKMUTE (TepenT HA CTPAHMLLY 3ArPY3KU YTUAUT U
MHCTRYKLMM MO KOHAOUTYPUPOBAHMUION.

3anycTuTe AHAAM3 NPOEKTA, HOXKAB «3AMyCTUTb QHAAM3).
CTatM4eCKMM OHAAM3 OYAET 3ANYLLIEH.

CtaTtuyeckun aHanua rnpoekta "Test1"

BbiNonNHeHWe CTAaTUYECKOMD aHanusa 3

$ AppChecker / PykoBoiCTBO 10OIb30BaTEIsS
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4.2 Pa6ora ¢ npoexkTom

MK NPOCMOTPE FAABHOM CTRAHMLIbI MPOEKTA BUAHA OBLLLAS MHADOPMALIMS
M METPUKU MPOoeKTa, pacrnpeaeaeHus no CWE, no sBpemenu, no
KATETOPMAM AEJOEKTOB M CTATUCTMKM MPOCMOTPEHHbBIX CPABAThIBAHMMK. BCe
AQHHbIE O MPOEKTE MOKA3bIBAKOTCA MO PE3YABTATAM MOCAEAHETO AHAAM3A.

PacnpeaeAreHne CWE nokasblBOET KOAMYECTBO CPADATLIBAHMM MO
KOHKPETHOMY AedDEKTY K OBLLLEMY YUCAY CPADATLIBAHMIN. HOXMUTE
«MoapobHeey, 4TOObI Y3HATb KOAMYECTBO CPADATLIBAHMM MO
OMNPEAEAEHHOMY AeCDEKTY.

AppChecker No3BOAIET MHOTOKPATHO MPOM3BOAUTE OHOAM3 MPOEKTA.
PacnpeaeAeHMne no BpeMeHU NOKA3bIBAET, CKOAbLKO AETOEKTOB ObIAO
OBOHAPY>XEHO B KODKAOM M3 CKAHMPOBAHMMN. [TOAPOOHEE NPO
CKAHMPOBAHMSA CM. PA3AEA 6.

PacnpeaeAeHue no KaTeropusam rnokasbiBAET, KAKAS KATEropms A€JOEKTOB
BCTPEYAETCS YALLL BCETO.

TestCrpo
MO0 T N O6wWas MHPOPMALMA U METPUKN NpoeKTa Pacnpegenenue gedekroe no Tunam (CWE)
2] OT4RT CTATHYECKOTD aHaNu3a
Cratye:  CraTMdeckuil aHan3 3asepuen CWE-337 * NIpeAcKasyeMblil MHUUMANKIATOD B
[ omer no painam Bnageney: admin nrey
Bpems aWanuaa:  20cex @ c\WE-561 MepTeui on
[ Omér no Twnam aedexros Konu4ecTso (pannos: 5
VE-113 F
Pasuep nposxTa: 178 v HexoppexTHas HelTpanuiaumua CRL
@ Crannposanna Konuvecrso crpok: 73

Wcnoneayemeie A3bikn:  Java

nocneacsatenthocTel 8 HT TP-3aronoBkax (PayieneHne
HTTP-3anpocos)
@ cvE22  HexopperTHoe OrpameHme NYTH K
JAMPEKTOPHN.

MpocMoTpeHo oBHapyXeHHbIX dedeKTos CWE-609 - 1BoRHazA GNOKMPOBKa pecypea

locaoTpers sce O

0%
Pacnpegenenue aedexkTos no Kareropuam

MipocmoTpeno: 018 .
@

. OBpadoTka AAHHBX

Oedextu Ge30NacHocT™

B

A W COCTOAMMKE

Ka4ecTso kana
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KOMMMEKEHAR Be3onacHocTs
AMarpammel pacnpeaeaeHus no CWE 1 no kateropmam AedoekTos
MO3BOASIOT NEPEXOANTb HO CTPAHMLLY BbIDPAHHOIO AEQDEKTA M KATETOPUM.
AAS DTOrO HOXKMMUTE HA HA3BAHME AedOEKTA/KATEropMmM AEdOEKTOB MAM HA
4ACTb KPYroBOM AMATPAMMbI C MHTEPECYIOLLIMM AETOEKTOM.

AAfl HOBOro CKOHUPOBAHUSA MPOEKTA HOXKMMUTE «3AMYCTUTb AHOAM3 3AHOBOY
B MPCOBOM BEPXHEM YTAY CTRAHMULLbI.

AAf YAQAEHUSA NPOEKTA HAXKMMUTE (Y AQAUTL MPOEKT) B MOCBOM BEPXHEM
YIAY SKPAHQ.

]l(lD AppChecker / PykoBoiCTBO 10OIb30BaTEIsS
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5 OTyer cTaTMYECKOro aHaAU3a

OT4YeT CTATMHECKOro AHAAM3A MOKA3bIBAET CTATYC M KATETOPUIO AedDEKTA,
ero CWE-MAeHTUAOMKATOP M OPArMEHT KOAQ, TAE AeTDEKT ObIA
OOHapYXeH. [NepenamTe Ha CTPAHMULLY C KOHKPETHbIM AEJOEKTOM, HOXKOB
HQ HEro B TabAMLLE.

AASl COPTUPOBKM NO ONPEAEAEHHOMY CTOABLLY HODKAMMUTE HO STOT CTOADELL.

AA HPOPMUPOBAHUSA CBOAHOTO OTHETA NO CTATYCY UAU MO KATEToOpUn
AedpeKTda BOCMOAb3YMTECH OUABTPOAMMU PIAOM C HOAMMUCIMM «CTATYCH U
«Kareropmsan COOTBETCTBEHHO.

AAs noncka aAecdbektoB Nno CWE-MAEHTUDUKATOPAM BbIDEPUTE HYXKHbIM
CWE-MAEHTUAOUKATOP B HUCTMAAQIOLLLEM CMUCKE PIAOM C HOAMMUCHIO
«CWED.

AAa npocMoTpa AePeKTOB B KOHKPETHOM chanAe BLIOEPUTE HY>XKHbIM
dOOMA B HUCMOAQIOLLLEM CMMCKE PAAOM C HAAMMCHIO (PPATMEHT KOAOY.

OTYéT cTaTu4eckKoro aHanusa

Cratyc Kareropus CWE DparmeHT Koga
[ece] - X [ece] - X [ece] - X [Bce] - X

CWE-398_15568428-38f4-48ba-aeld-d79dcesbag3c /1. php:

" . . o catch (Exception $e)
HoBbiit OfpafoTra ownGok CWE-390: NycToil Gnok oGpaboTrn ycnosuil u ownbok ¥ resp o) {
g:
. CWE-GT6: l1cnont30BaHUe NOTEHUMANEHD ONacHoi CWE-586_32436eb8-bd18-4853-ba78-33553edcg24d,/ 1. php:
Hosiil KavecTeo koga . [ . .
BYHELMK 3: eval(bases4_decode( 'DQoICQkILy9cb3IgZxhiTWngimlsZS==")};
" CWE-E76: llcnons30BaHHe NOTEHUMANEHD OnacHoi CWE-5@86_89d849e3-e357-44eC-82ea-dad2851bcded, /1. php:
HoBnwii KauecTeo koga
BYHELMK 18: eval($v);
. CWE-E786: llcnons30BaHHe NOTEHUMANEHD ONacHoi CWE-58E_92436ebE-bd18-4853-ba78-33553edc924d/ 2. php:
HoBhbii Ka4ecTeo koga - v
BYHELMK 3: eval(gzinflate(bases4_decode(str_rot13(’'7'})));
. CWE-E786: llcnons30BaHHe NOTEHUMANEHD ONacHoi CWE-586_g9de49e9-2357-44ec-82ea-dag2851bcded/ 2. php:
HoBbiit Ka4ecTeo koga
dhyHELN 18: eval($v);
CWE-452_5Ea58841-e388-4728-abcg-2488chcelarc/1.php:
MNogreep#geH KavecTeo koga CWE-482: CpaBHEHHE BMECTO NPUCBAHBAHHA 3: %a - sb: /1-pne
: == 3b;
" CWE-482_5Eac8841-e388-4728-abcs-2488chcelarc/2. php:
Hosiil KavecTeo koga CWE-482: CpaBHEHHE BMECTO NPUCBAHBAHHA 5 %3 i sh; f2-pne
: == 3b;
(WE-393_85fe2a7c-86e2-4a3a-b7ba-648a3abbd136/2. php:
3: if (%2 ) {
4: $hes;
. s5: 0 fu();
Hosiil KavecTeo koga CWWE-398: Mpu3Hak nNoxoro Ka4ecTEa Koga

H ]1 AppChecker / PykoBoiCTBO 10OIb30BaTEIsS
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5.1 Pa6ota ¢ KOHKpETHbIM AePEKTOM

MepenanTe HaQ CTPAHULY C KOHKPETHbIM OGHAPYXXEHHbIM AECOEKTOM,
HO>KAB HO HY>XXHYIO CTPOYKY B TOOAMLLE. ECAM AedDEeKT COCTOMT M3
HECKOABKMX YOCTEM, TO MOXHO NEPEXOAMTL K HUM, MCMOAb3Y KHOMKY
«MepemnTtn K CAEAYIOLLLEN HOCTU AedOeKTA) CAEBA OT HAAMUCHK «CXOAHbIM
KOA COOMAQY.

CWE-79: HekoppeKTHas HelTpanusauns nonb3oBateNbCknx AaHHbIX, UCNOMNb3yLWMeca Ang reHepaumm web-
CTpaHUL, (XSS, MEXCaNTOBbIA CKPUNTUHT)

MporpamMMHoe 0BECNEYEHNE HE HEMTPANNU3YeT (HEKOPPEKTHO HENTPANU3YET) NONb30BATENLCKUE AaHHBIE NEped TEM, Kak OHU BYayT UCNOSb30BaHb!
Ang reHepauum eed-cTpaHny,

MocmoTpeTs nogpobHee Ha cwe.s3rru ©

Cratyc:  HoBbiit v | KommeHTapuit: | ‘ m
L 4
McxoaHbin kog channa 3.php lMepelim k creayiolel Yactm gedexra ©

1 <?php

N

3 function foo($b) {

echo $b;

N oy b

U3meHuTe cTaTtyc AechekTa U NPOKOMMEHTUPYUTE CBOE peLUeHUe.
Boibepute Cctatyc «AOXHOE CpABATbIBAHUEN MAM (TTOATBEPXKAEH) U3
HUCMNAAQIOLLLETO CMMCKA, BBEAMTE KOMMEHTAPUM U HOXKMUTE (TPUMEHUTBY.

[0 YMOAYQHUIO, CTATYCOM BCEX AECDEKTOB 4BAGETCH «HOBbIMY. [TPpOLLEHT
OBPABOTAHHBIX SKCMEPTOM CPADBATLIBOHMM MOKA3AH HA TAOBHOM CTPAHULLE
NpOEeKTA.

OBpartmte BHUMOHUE, YTO MOAABAATE AOXKHbIE CPAOATLIBAHMSA MOXXHO B
MCXOAHOM KOAE MPOoeKTA. boaee NOAPODBHYIO MHAOOPMALMIO CMOTPUTE B
NyHKTE 5.2.

]12 AppChecker / PykoBoiCTBO 10OIb30BaTEIsS
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5.2 lNopaBAeHKe AOXHBIX cpabaTbiBaHMiA

B HEKOTOPBIX CAYHASX AHAAM3ATOPR HOXOAMT AECOEKT KOACQ TAOM, TAE Er0 HET,
M BO3HUKAET AOXXHOE CpaOaThiBAHME.

YT106bl M36ABUTLCA OT AOXHBIX CPABATbLIBAHMMU, YKOXKMTE B MCXOAHbIX
TEKCTAX MPOrPAMMbI B MECTE MEPEA CPADATHIBOHMEM CMNELMAAbHbIN
KOMMeHTapun «appchecker CWE-XXX» nan «appchecker ally, - rae XXX —
310 HoMep CWE, KOTOPbIM HOAO MOAQBUTb, all — AAS MOAQBAEHMS BCEX
NPEAYNPEXAEHUM, BHE 30BUCUMMOCTM OT TMNA AeCDEKTA.

AAS NTOUMEPT PACCMOTPUM KOA.:
gets (buf) ;

B 3TOM CAy4OE€ QHAAM3ATOP BLIAQCT NpeAynpexaeHue: «CWE — 242:
MCMNOAb30OBAHME OMACHbIX QOYHKLLMM)).

M3MeHUTEe KOA CAEAYIOLLIMM OOPA30OM, YTOObI MOACBUTE AOXKHOE
cpabartbiBaHMe aedbekta CWE-242:

// appchecker CWE-242
gets (buf) ;

AAS MOAOQBAEHUSI BCEX CPAOATbIBOHMI BBEAMTE:

// appchecker all
gets (buf);

]1% AppChecker / PykoBoiCTBO 10OIb30BaTEIsS
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5.3 Otuer no ¢painam 1 oTyeT NO THNAM AePEKTOB

OT14eTbl MO OAMAAM U MO TUMNAM AEFDEKTOB OTOBPAXKAKT KOAMYECTBO
CPaOATbIBAHMM.

HoXXMUTE HA KOHKPETHBIM dOAMA MAM TUN AeddekTa, YTODbI NepenTH HA
«CBOOOAHbBIM OTHET) C COOTBETCTBYIOLLIMM COUABTOOM.

OTUYéT no hannam

@ann Konu4ecTeo cpabaThlBaHHA ~
CWE-506_8c3629a6-d2bf-451-b9db-echf403049a3/1.php 2
CWE-510_9a235455-Tde1-4523-b021-705c52997234/3.php 2
CWE-510_8a235455-Tde1-4523-b021-705c52997234/5.php 2
CWE-482_53a60841-e380-4720-abc8-0400cbes107c/2.php 2
CWE-476_47caff63-8213-4e28-a160-5446d8874ebS/11.php 2

OTYéT no TMNam aedeKkToB
CWE KonuyecTeo cpabaThiEaHui ~
CWE-457: 11cnone30BaHHE HEWHULHANHSHPOBAHHON NEpEMEHHDI El
CWE-480: cnone30BaHHE HEESPHOTD ONEPATOPA El
CWE-510: MporpaMmHan saknagka 7

OTUYéT cTaTu4yeckoro aHanusa

Cratyc Kateropua CWE OparmeHT Koga
[ece] » X | [ece] - X [Bce] v X CWE-457_79206d32-4818-4f7a-9211-8970ed2968f2/2.php - X
. CWE-457: McnonesoBaHwe (WE-457_79e86d35-4818-4f7a-9211-8978ed29628F2/2.php:
HoBuii KayecTeO KOga - .
HEWHHL|HANWZUPOEAHHO A NEPEMEHHOH 6: %@ = 3x;
Crp. 1 wabh e w MpocmoTp 1-1 w3 84

]14 AppChecker / PykoBoiCTBO 10OIb30BaTEIsS
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AppChecker No3BoOAIET MHOTOKPATHO AHAAM3MPOBATL OAMH MPOEKT.

HaxmuTte «3anycTuTb AHAAMU3N HA TACBHOM CTRAHMLLE MPOEKTA AAS
MOBTOPHOIO CKAHMPOBAHMUS C TEKYLLIMAM UCXOAHBIM KOAOM.

Haxxmmre «yrlpos/\eHme MCXOAHbIM KOAOMN AAd USMEHEHMA MCXOAHOTO

KOAQ.

[MoBTOPHbLI aHanns3 nNpoekTa

Axanu3 ByaeT 3anyLieH ¢ TeKYLMM UCXOAHLIM Kogom. [pu HeobxogumocTi Bel MOXeETe €ro U3MeHUTb:
Ynpaenesue UCXOAHLIM KOZOM

Bce MPEOBEAEHHbIE OHOAM3blI HOA MPOOEKTOM MPEACTABAEHbI BO BKAOAKE

(CKAHUPOBAHMEN.

MpocMmoTpuTe pe3yAbTAT KOHKPETHOro CKAHUPOBAHMUSA, HOXKAOB

«flocmMoTpeTb OTHE).

Haxxmute «YAAAUTB) AAS YAOAEHUS CKAHUPOBAHMS.

Bpemna Hayana aHanuza Bpemna okoHuyaHWA aHanuza Cratyc

15 anp 2016 ., 07:29:53 15 anp 2016 r, 07:30:10 AHanna ycnelHo 3aBeplléd
15 anp 2016 ., 07:33:22 15 anp 2016 r, 07:33:37 AHanna ycnelHo 3aBeplUéH
15 anp 2016 r, 07:34:45 15 anp 2016 r, 07:34:59 AHaNW3 ycnewHo 3aBepLUEH

Neicrene

NoCMOTRETE OTYET

NOCMOTPETE OTYET

NOCMOTRETE OTYET

YAANWTE

YAANWTE

YAANWTE
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KOMMMEKEHAR Be3onacHocTs

CpaBHMUTE CKAHMPOBAHUA MEXAY coboi B pasaene «CpaBHEHM), BbIOPAB

ABA CKAHUNPOBAHUA AAA COABHEHMA.

CpaBHeHue

Bblﬁepme ABa CKaHWpoBaHuAa AnA CPaBHEHWA:

15 anp 2016 1, 07:33:22 - 15 anp 2016 1, 07:33:37 v 15 anp 2016 r, 07:34:45 - 15 anp 2016 ., 07:34:59 ~

Hogwie (11) [MponasLune (11) Ocraswuecs (73)
Crartyc Kateropus CWE
& CWE-676: Mcnonb noTEeHY HO
HoBbii KayecTso koga

onacHoi PyHKUMM

, CWE-676: Mcnonb noTeHY HO
Hosubii KayecTso koga &
ONacHoi GyHKUMM
. CWE-576: Mcnonbs noTeHY| 0
HoBbiif KayecTso koga

ONACHON BYHKLMH

®parmeHT Koaa

CWE-506_92436eb8-bd1@-4053-ba78-33553edc924d/1.php:
3: eval{base64_decode(’'DQoICQkILY9Gb3IgZXhiZWwwgZmlsZS=="));

CWE-5@6_g9de49e9-£357-44ec-82ea-dae2851bcded/1.php:
10: eval($v);

CWE-5@6_92436eb2-bd1@-4853-ba78-33553edc924d/2. php:
3: eval(gzinflate(bases4_decode(str_rot13('7'))));
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KoMMNeKCHan Ge3onacHocTs

1 YnpaBAeHHe NPOeKToOM

AppChecker Mo3BOAIET 3ArpPYy3nTb HOBbIE BEPCUM MCXOAHOTO KOA.

U3MeHUTe BEepPCUI0O UCXOAHOTO KOAD, 3ArPY3MB APXMB C MPOEKTOM.

[por MCMOAb3OBAHMM CUCTEM YINPABAEHMS BEPCHEMN MPOrPAMMA ByaeT
OOHOBASATb MCXOAHbIM KOA QBTOMATMYECKM.

ynpaBneHme MCXOAHbIM KOOOM

WMcxodHble TEKCThI 3arpyXeHbl. Bel MOXeTe 3arpy3nTb HOBBIN apXHB.
BHuMaHWe! Tekyujue UCXodHble dhaiinbl Gyay T yaaneHsi!

BuibepuTte thain
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8 )XypHaabl

XYPHOA NpoeKkTa NpeAHA3HAYEH AAS PEMMCTPALMKM NPOUCXOAILLMX
COObITUM B MPOEKTE.

YKypHan npoekTta

[25.98.16 17:47:59] TestCnpo User: admin, Project created

[25.08.16 17:48:14] TestCnpo User: admin, Uploading file (source archive)...

[25.08.16 17:48:14] TestCnpo User: admin, chunk:[@] chunks:[1]

[25.08.16 17:48:14] TestCnpo User: admin, Source unpacking...

[25.98.16 17:48:14] TestCnpo unpacking archive...

[25.08.16 17:48:32] TestCnpo User: admin, Running analyzer with parameters: java -Xmx6697766092 -jar appchecker.jar -n TestCnpo -s ../data/projects
[25.08.16 17:54:22] TestCnpo User: admin, Uploading file (scurce archive)...

[25.928.16 17:54:22] TestCnpo User: admin, chunk:[@] chunks:[1]

[25.08.16 17:54:22] TestCnpo User: admin, Source unpacking...

[25.98.16 17:54:22] TestCnpo unpacking archive...

[25.98.16 17:54:26] TestCnpo User: admin, Running analyzer with parameters: java -Xmx6697766@92 -jar appchecker.jar -n TestCnpo -s ../data/projects

< »

XXYPHAA CKQHUMPOBAHUSA NMPEAHA3ZHAYEH AAS PEMMCTPALMM MPOUCXOASLLIMX
COObITUM AAS KOXKAOTO KOHKPETHOTO CKAHMPOBAHMS. AAS MOOCAMOTRA
>KYPHOAQ BbIOEPUTE CKAHUPOBAHME M3 BbINAACIOLLLETO CMMCKA.

YKypHan ckaHnpoBaHus

#2 25 aBr 2016 1, 17:54:26 - 25 aBr 2016 1, 17:54:48 v |

Starting project execution at 2016/08/25 17:54:26

JVH memory settings:

Total memory: 125829120

Free memory: 121122616

Maximum memory: 5954338816

Starting project execution at 2016/08/25 17:54:26

Launching source loader with arguments -r -e java,c,cc,cpp,cxx,h,hpp,php,phpS,phpd,inc,cs -i ../data/projects/TestCnpo/src/ -p ../data/projects/
Starting import...

Import successfully completed

Starting project execution at 2016/@8/25 17:54:26

Launching java parser with arguments ../data/projects/TestCnpo/prj/ -tA at 2016/08/25 17:54:26
parsing started

parsing finished

Launching parser-cs with arguments ../data/projects/TestCnpo/prj/ -tA at 2@16/08/25 17:54:29
Appchecker mode

C# parser started

C# parser finished

Launching parser-cpp-sa with arguments ../data/projects/TestCnpo/prj/ at 2016/08/25 17:54:29
Project doesn't have C/C++ files

Launching parser-php-sa with arguments ../data/projects/TestCnpo/prj/ at 2016/08/25 17:54:29
Project doesn't have PHP files

Starting project execution at 2016/08/25 17:54:29

Launching Appchecker with arguments -p ../data/projects/TestCnpo/prj/ -c configs -r cwe_base at 2@16/88/25 17:54:29
Analyze started.
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9 KOHCOAbHbIA KAUEHT

KOHCOAbHbIM KAMEHT appchecker-rest-client.jar pacnoAOXeEH B AMPEKTOPUM
CEPBUCA. TAKXKE KOHCOAbHbINM KAMEHT AOCTYMNEH AAS CKOYMBAHMS BO BKAGAKE
«O nporpamme’”.

3anycTuUTe KOHCOAbHbIM KAUEHT, MCMOAb3YS CACAYIOLLLYIO KOMAHAY:

java —-jar appchecker-rest-client.jar [napameTpsi]

Bce AOCTYyMHbIE MAPAMETPLI MPUBEAEHDI B KOHLLE AQHHOTO PA3AEAQ.

3anyck aHanu3a npoeKTa

3anycTuTe aHAAU3 NPOEKTA, 3AACB CACAYIOLLLME NMAPAMETPbI:
-i,--input <BxOonHas OupeKTOpPMUsI>

[TapaMETPOM MOTYT ObITb AUPEKTOPUA, DAMA C pacLUmpeHmem TRE man
Zip-apxuB. ECAM B KOYECTBE MAPAMETPA 30AQHA AMPEKTOPMUSA, TO OHA ByAET
YNAKOBAHA B Zip-ApPXu1B. ECAM B KAYECTBE NAPAMETPA 30A0H OAMA C
pacLimpeHunem TRE, TO B Zip-apxmB OYAYT YNAKOBAHbI T€ GOAMAbI, HO
KOTOPbIE OH YKQO3bIBAET.

-n, —--name <uMsi IIpoekKTa>

M8 MPOEKTA YKA3bIBAETCS B KABLIYKAX. MIMS MPOEKTA MO YMOAYAHUIO —
Project.

-0, --output <BHXOAHAasT OUPeKTOpPWUs>
AVPEKTOPUA AAS OTHETOB O MPOBEAEHHOM AHAAM3E.

Mpumep 3anycKka aHAAM3A NPOEKTA C MMeHEM Project] npueeaeH HUXe.

java —-jar appchecker-rest-client.jar -i
C:\Projects\Projectl\source code.zip -n “Projectl” -o
C:\Projects\Projectl\Results

]]_@ AppChecker / PykoBoiCTBO 10OIb30BaTEIsS




YaaneHUue npoekTa

YAQAUTE NPOEKT, YKA3CB CACAYIOLLIME NAPAMETPbI:

-d, --delete

YAQAEHME MPOEKTA.

—n,

—--name <mMsI_IIpoeKTa>

MM$S MPOEKTA YKA3bIBAETCS B KABLINKAX. MAMS MPOEKTA MO YMOAYAHMUIO —

Project.

[ommep YAOAEHUS NPOEKTA C MMEHEM Project] npuBeaeH HMXe.

java —jar appchecker-rest-client.ja -d —-n “Projectl”

CnpaBka

AAF MOAYYEHMSA CMPABKM BBEAMTE CACAYIOLLLMM MAPAMETP:

-h, --help
Bce AOCTYIMHbIE MAPAMETPbI KOHCOABHOIO KAMEHTA MNMPUMBEAEHDbI B TabAMLLE
HI>Ke.

Mapametp OnucaHue

-i,~-input <Bxo0HasA_OMpPeKTopMA=

BxooHas QMpeKTopus.

-N,--Name <UMA_MNMpoeKTa=

Wima npoekTa. [No ymondaHuio — Project.

-0,--output <BbIXOOHAA_OWMPEKTORWA=

BhIxoOHas OMPEKTOpWA.

-d,--delete

YoaneHue NpoekTa.

-h,--help

BklzoB cnpaBku.

-p,--port <nopT_cepeBnca=

MNopT cepeuca. lNo ymondaHuo — 11000.

-§,-Server <agpec_cepsucas

IP vnn pomeHHbld agpec cepenca. Mo ymondanuo - hitp://127.0.0.1

-to,--timeout <Bpema_TaimayTa=>

Bpema TailmayTa B cexkyHgax. o ymondadmo — 30,

-U,--User <\mMA_none3osarena=

Vima nons2oeatens. No ymonHadue — admin.

-pwW,--passwo rd <Maponk=>

MopT cepeuca. MNo ymondaHuo — 11000.
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10 Moaaepxka

Bkaaaka «O nporpamme) COAEPRXKUT MHGOOPMALMIO O BEPCUM
AppChecker, MHCDOPMALMIO O AMLLEH3MU, CChIAKY AAS 3ATPY3KM
KOHCOABHOTO KAMEHTA AppChecker, CCbIAKM AAS 3ATPY3KU YTUAUT
KOHQOUIYPALMM U CChIAKY HO OAHK AQHHbIX YIP03 0€30MNACHOCTH
MHdoopmaumm u yassmmoctem MO (PCTIK).

@(\ppChecker MpoekThl ‘ AOMUHUCTpPUpPOBaHue | O nporpamme

AppChecker Bepcus 2.4 50 ([poBEPUTL HA HANWYME HOBOI BEPCUM)
@ 2017 AQ "HMO "3wenor”

TexHUdYeckaa NoALepHKa: SUpport@cnpo.ru
CaliT npoaykTa: appchecker cnpo.ru

WNHdopmMayma o nMueH3nK

Homep nuueHsun: 12792
Bnageney nuueHsnmK: Infosecurity
Cpok AeHcTBWA NULEH3MK fo: & ceHTROpR 2018 T
MakcumManeHoe Yucno npoekToe: 1024
OocTynHele napcepkl: C/C++, Java, PHR C#

YTUNWUTBI, BCNOMOraTeneHble CEPUNTBI N MHCTRYKLYWIK

HacTtpoika napcepa C/C++ (PDF)

KOHCOMNBHBIA KNHEHT

Mnarun ana Jenkins/Hudson

Mnarvd AnAa TeamCity

YTUNWTa MOAMOTOBKK KOHMUIYpaLuK cppeonf_linux (ANA NpoexkTos, cobupanwMxca B cpene Linux)
OBepTtra ona gec/clang (gec_confsh)

OGepTra Ana g++/clang++ (g++_conf.sh)

YTUNKUTa NOAMOTOBKKM KOHKUIypaumK cppeonf_monitor (ana npoexTos, cobupatwuxca B cpeqe Windows)
YTUNKUTa NOAMOTOBKM KOHHUIypaumK cppeonf_source (KoH@Urypauwa B6es cOoprm)

Cnpaeo4Han nHopmayus

BaHk AaHHbIX yrpo3 GesonacHocTM MHMOopMAaLMK U ya3BuMocTed MO (DCT3K Poccuu)
Common Weakness Enumeration (CWE)
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AAS NpoBEepPKM AKTYAABHOCTHU BEPCUN HODXKMMUTE HO CCbhIAKY 2[1pOBEPUTL HA
HOAMYME HOBOM BEPCUMY.

AAS NOAYyYEHUSA TEeXHUYECKOU MNOAAEPXKKHU OTIMPOABLTE SAEKTPOHHOE
MMCbMO HA gApeC support@cnpo.ru.
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11 Thoccapum

AedekT Koaa

OLLMOKA B UCXOAHOM TEKCTE MPOrPAMMBI, KOTOPAS MOXET MPUBECTM K
YS3BMMOCTM.

Kateropus AepekToB KoAa

B 30BMCHMMOCTH OT TUNA AEQOEKTbI KOAQ AEAATCA HO 8 KATETOPUM: AECDEKTI
0Ee30MACHOCTH, KAYECTBO KOAQ. OKPY>XKEHMUS, 0BPABOTKM OLLIMOOK, AEOEKTDI
APIl, 06pabOoTKO AQHHbIX, MPOrPAMMHbBIE 3AKAQAKM, BDEMS M COCTOSHME.

KoHurypauus npoexra
HacTpomka NpoekTa AAS MOBbILLIEHWA KOYECTBA OHAAM3A.

NoxHoe cpabatbiBaH1e

Cutyaums, KOraa OPATMEHT KOAQ OLLIMOOYHO OTMEYAETCH MPOTPAMMOM
KOK COAEPXALLMM AETOEKT.

lporpaMmmHasn 3aKrnaAka

CKpPbITHO BHEAPEHHbBIM B CUCTEMY KOA, MO3BOAAOLLINM 3AOYMbILLAEHHMKY
OCYLLLECTBUTb HECAHKLLMOHMPOBAHHbIM AOCTYT.

Ponb

Habop pa3peLueHn, COOTBETCTBYIOLLLMIM TOMY, KOKME AEMCTBUI MOXET
BbIMOAHSATb MOAb3OBATEAb MAM TRYMNMNA MOAb3OBATEAEM.

Cuctema ynpaBA€HHA BEPCUAMM

Mporpammuoe obecrneyeHme, No3BOAIIOLLLEE XPAHWUTb HECKOABKO BEPCHM
OAHOTO AOKYMEHTQ.
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CraTMyeCKUM aHanu3

AHOAM3 NPOTPAMMHOIO 0obecneyeHms, MPOM3BOAMMbIN BE3 PEAALHOTO
BbIMOAHEHMS MCCAEAYEMbIX MPOTPAMAM.

CWE

Common Weakness Enumeration. [MpeaAcTaBageTr COO0OM CNMCOK ACCDEKTOB
0e30MNACHOCTM NPOrPAMMHOTo obecnevyeHns. CWE oxsaTtbiBaeT BoAee
15000 AedeKTOB BE30MACHOCTM U BKAIOYAET B CEDS AETAABHYIO CTPYKTYPY
KAQCCUAOMKALIMM U3 PA3AMYHBIX HOYYHbIX MCTOYHMKOB M MPUMEPOB.

CWE - coBmecTMMOCTb

[MO3BOASET NPOAYKTY ObITb 3QPEMCTPUPOBAHHbBIM B KOYECTBE
odpouumaabHoro «CWE-cosmectmumoron. CWE-COBMECTHMMbIM MPOAYKT
AOAXKEH MPEACTABAATb MOAb3OBATEAIM BO3MOXKHOCTb MOMCKA AEJOEKTOB
BesonacHocT B CWE-MAEHTUMAOUKATOPAM UM MOAYHEHMSA CBAZAHHBIX C HUAMM
CWE-MAEHTUAOUKATOPOB.
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12 O koMnaHuu

AQO «HIMO «3LWeAOH) CNELMAAMIMPYETCH HO KOMMNAEKCHOM ObecnevyeHmm
MHODOPMALIMOHHOM BE30MACHOCTM.

OCHOBHbIMM HAMPABAEHUNAMMU AEATEABHOCTU ABAAIOTCA.

¥ MPOEKTUMPOBAHME, BHEAPEHUE U COMPOBOXKAEHME KOMMAEKCHbIX
cuctem obecnevyeHms MHPOOPMALMOHHOM BE30NACHOCTH;

% CepTMdomMKaLMS, ATTECTALMA U AMLEH3MPOBAHME B OOAQCTM 3ALLMTDI
MHCJpOpMALLUM;

¥ AYAUT MHAOOPMALMOHHOM BE30MACHOCTU OPTOHU3ALMM;

% MPOEKTUPOBAHME 1 AYAUT CUCTEM YIMPABAEHMA MHODOPMALLUMOHHOM
6Ee30MNACHOCTbLIO;

¥ PA3PABOTKA M MOCTABKA ODOPYAOBAHMSA U CPEACTB 3ALLLUTHI
MHQOOPMALLMM, B TOM YUCAE B 3ALLMLLLEHHOM UCTOAHEHMM;

» obecrnevyeHmne TEXHUMHECKOM NMOAAEPXKKN U COMPOBOXAEHUE
MNOCTABASEMBIX PELLIEHMM, CUCTEM U MPOAYKTOB;

% MCNbITAHMSA, DKCMEPTU3bI, MCCAEAOBOHMI B OBAACTHU BE30MACHOCTU

MHADOPMALLMM.

boAaee AETAABHYIO MHADOPMALMIO O KOMMIOHUM Bbl CMOXETE HOMTM HO
caute npo-echelon.ru.

25 AppChecker / PykoBoiCTBO 10OIb30BaTEIsS




